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Identify general security concepts.
Identify and manage internal and external security threats.
Understand and implement Internet devices and security services
Secure a network communications infrastructure.

Manage a Public Key Infrastructure (PKI) and certificate(s).
Develop, implement and enforce an organizational security policy.
Monitor and manage an organization's security infrastructure.

General Networking and Security

Concepts

v’ The Big Picture

v' Identify Threats

v" Intrusion points

v' Defending Against Threats

v" Organizational and Operational Security

TCP/IP Basics

v' Basic TCP/IP Principles
v TCP/IP Layers and Vulnerabilities
Certificate Basics
v" Understanding Cryptography
v" Using Cryptography
v" ldentifying the Components a Public
Key Infrastructure
v" Understanding CA Trust Models
v" Understanding Certified Life Cycle and
Key Management
v" Certificate Workshop
Network Infrastructure Security
v" Understanding Network Infrastructure
Security
v" Securing Network Cabling
v" Securing Connectivity devices
v' Exploring Secure Topologies
v" Securing and Monitoring Network
Resources
v" IPSec Workshop
Communications Security
v" Understanding Remote Access
Connectivity
v" Providing Secure Remote Access
v Understanding Wireless Standards and
Protocols
v" VPN Workshop
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Application Security
v’ E-Mail Security
v Web Security
v' File Transfer
v SSL Workshop
User Security
v" Understanding Authentication
v Understanding Access Control Models
Security Baselines
v" Network Device and Operating System
Hardening
v" Server Application Hardening
v 1AS Workshop
Operational Security
v" Physical Security
v" Privilege Management
v' Removable Media
v" Protecting Business Continuity
Organizational Security
v Documentation
v Risk Assessment
v' Security Education
Incident Detection and Response
v' Attacks and Malicious Code
v" Intrusion Detection Systems
v" Incident Response
v" 1S Workshop
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