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e Interception Proxies
= ZAP (Zed Attack Proxy)
= BurpSuite Professional

e Common Vulnerabilities

= SSL/TLS misconfigurations
= Username harvesting

= Command Injection
= SQL Injection
= Cross-Site Scripting (XSS)
» Insecure Deserialization
= XML External Entities (XXE)
* Local and Remote File Inclusion (LFI / RFI)
= Cross-Site Request Forgery (CSRF)
e Open Source Intelligence (OSINT)
e Target Profiling
e Application Discovery
e Authentication and Authorization
e Session Management Flaws
e Automated Exploitation
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SEC542: Web App Penetration Testing and Ethical Hacking

SEC542.1: Introduction and Information Gathering
SEC542.2: Configuration, Identity, and Authorization Testing
SEC542.3: Injection

SEC542.4: XXE and XSS

SEC542.5: CSRF, Logic Flaws and Advanced Tools
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